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ABOUT THE ORGANIZATIONS

1. Rudi International is a nonprofit organization based in the Democratic
Republic of the Congo (DRC). Since its establishment in 2011, Rudi
International has been focusing on education and technology. Currently, Rudi
works at the intersection of technology and human rights, with projects
focused on capacity building, research, and advocacy.

2. Small Media is a UK-based organization that works to support the free flow of
information in politically closed societies. The non-profit engages in research,
advocacy, and training activities to support global advocates to uphold
citizens' rights to freedom of expression and access to information. The Uproar
programme is a Small Media initiative championing digital rights in over 34
countries across Africa, MENA region and Central Asia through the Universal
Periodic Review.

3. The International Press Institute (IPI) is a global network of editors, media
executives, and leading journalists who share a common dedication to quality,
independent journalism. The IPI Africa Program supports and advances press
freedom and independent journalism in Africa. Through this program, IPI
monitors and collects data on press freedom threats and violations across the
continent, including threats to journalists’ safety and gendered attacks against
journalists both online and offline. IPI uses this data to carry out evidence-
based advocacy to hold states and other duty-bearers accountable for their
responsibilities to protect press freedom and ensure that journalists can carry
out their work freely, independently, and safely.

I. INTRODUCTION

4. This report focuses on human rights in the digital context and the state of civic
space, in the Democratic Republic of Congo (DRC) since its previous Universal
Periodic Review in 2019. In particular, this report highlights developments in
DRC that have impacted freedom of expression and opinion online, freedom
of information, censorship of content online and the right to data protection
and privacy online.

5. These developments include the introductions of new legislation for example
the Bill that proposed the ratification of Ordinance-Law No. 23/009 of March
13, 2023, which established the modalities for the exercise of freedom of the
press, freedom of information and broadcast by radio and television, the press
or any other means of communication in the Democratic Republic of Congo.1

1 https://7sur7.cd/2023/04/05/rdc-ass-nat-porte-par-muyaya-le-projet-de-loi-de-ratification-de-lordonnance-loi-sur-la

https://7sur7.cd/2023/04/05/rdc-ass-nat-porte-par-muyaya-le-projet-de-loi-de-ratification-de-lordonnance-loi-sur-la
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II. NATIONAL CONTEXT

6. The internet penetration rate in the country is at 23% according to available
data from the International Telecommunication Union (ITU) from 2021.2
According to Data Reportal, at the start of 2024, internet penetration in DRC
stood at 27.2 percent while mobile penetration was 51.4 percent of the total
population.3 This shows significant progress from previous reports, for
example the report by the Regulatory Authority of Congo which highlighted
that mobile internet penetration was at 29.6% as of the first quarter of 2023.4

7. The number of internet users has also increased from the estimated 23.04
million users as of January 20235 to 28.31 million as of January 2024.6 However,
reports indicate that the growth is slower, in part due to some government
hindrances which include internet shutdowns and also failure to address online
gender-based violence effectively.

8. There are disparities in access and use of technologies in the country. For
instance, only 36.5% of women use social media compared to 63.5% of men as
of January 2023.7 To address this and other barriers, the 2020
Telecommunications and Information and Communication Technology (ICT)
framework8 proposed the creation of a public body in charge of managing a
Universal Service Development Fund for ICT to guarantee access to the
internet to populations living in remote areas as well as the financing of
projects in favor of the development of the ICT sector in the country.

9. On December 20, 2023, President Felix Tshisekedi was re-elected for a second
term in a democratic process that was reported to have been ‘more peaceful
than past polls’.9 However, other media reports also highlighted the
prevalence of electoral violence in the run-up to the election which included
cases of assault, sexual violence, unlawful arrest and detention of journalists,
and at least one death.10

2 World Bank, Individuals using the Internet (% of population) - Congo, Dem. Rep, available at:
https://data.worldbank.org/indicator/IT.NET.USER.ZS?locations=CD
3 https://datareportal.com/reports/digital-2024-democratic-republic-of-the-congo
4 Post and Telecommunications Regulatory Authority of Congo, Mobile Telephony Market Observatory, 1st Quarter 2023 Report, available
on https://arptc.gouv.cd/app/uploads/2023/08/RAPPORT-OBSERVATOIRE-MARCHE-T1-2023.pdf
5 Datareportal, Digital 2023: the Democratic Republic of the Congo, available on https://datareportal.com/reports/digital-2023-
democratic-republic-of-the-congo
6 https://datareportal.com/reports/digital-2024-democratic-republic-of-the-congo
7 Datareportal, Digital 2023: the Democratic Republic of the Congo, available on https://datareportal.com/reports/digital-2023-
democratic-republic-of-the-congo
8 The 2020 Telecoms and ICT Law: https://www.primature.cd/public/wp-content/uploads/2022/04/Loi-N%C2%B020-017-du-25-novembre-
relative-aux-Te%CC%81le%CC%81com_08-12-020.pdf
9 https://www.crisisgroup.org/africa/great-lakes/democratic-republic-congo/dr-congo-full-plate-challenges-after-turbulent-vote

10 https://www.hrw.org/news/2023/12/16/dr-congo-electoral-violence-threatens-vote

https://data.worldbank.org/indicator/IT.NET.USER.ZS?locations=CD
https://datareportal.com/reports/digital-2024-democratic-republic-of-the-congo
https://arptc.gouv.cd/app/uploads/2023/08/RAPPORT-OBSERVATOIRE-MARCHE-T1-2023.pdf
https://datareportal.com/reports/digital-2023-democratic-republic-of-the-congo
https://datareportal.com/reports/digital-2023-democratic-republic-of-the-congo
https://datareportal.com/reports/digital-2023-democratic-republic-of-the-congo
https://datareportal.com/reports/digital-2023-democratic-republic-of-the-congo
https://datareportal.com/reports/digital-2023-democratic-republic-of-the-congo
https://www.primature.cd/public/wp-content/uploads/2022/04/Loi-N%C2%B020-017-du-25-novembre-relative-aux-Te%CC%81le%CC%81com_08-12-020.pdf
https://www.primature.cd/public/wp-content/uploads/2022/04/Loi-N%C2%B020-017-du-25-novembre-relative-aux-Te%CC%81le%CC%81com_08-12-020.pdf
https://www.crisisgroup.org/africa/great-lakes/democratic-republic-congo/dr-congo-full-plate-challenges-after-turbulent-vote
https://www.hrw.org/news/2023/12/16/dr-congo-electoral-violence-threatens-vote
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10. The United Nations Joint Human Rights Office in the DRC documented 116
restrictions from January to June 2023 throughout the Congolese territory,
especially against journalists, human rights defenders, and political
opponents.11

11. Civil society groups have reported a trend of repression in the country, and
human rights defenders, journalists, and political opponents are exposed to
arrest, intimidation, physical violence, and murder.12 In particular, human rights
organizations have denounced the state of siege in place in North Kivu and
Ituri for more than two years as a measure that systematically restricts human
rights and led to the harassment, imprisonment of journalists, and killings of
defenders and political activists.13

12. Conflict in the Eastern region of DRC involving the M23 rebels continues and is
intensifying causing political tensions locally and also within the region.1415

This conflict has contributed to the humanitarian crisis in this region, which
includes forced displacements and also attacks on civilians.

13. In light of the above context, media freedom, freedom of expression, and
access to information must be enabled and prioritized. While media plurality is
a reality in DRC, media freedom organizations have noted arbitrary arrests of
journalists, suspension of media outlets, and physical attacks targeting
journalists and human rights defenders.

14. The national radio and TV broadcasters have been reported to lack
independence as they are state media. According to Reporters Without
Borders (RSF), it is also very common for local authorities, militiamen, religious
groups, and politicians to exert pressure on the journalists and media outlets
present in their province.16 In its latest ranking, RSF ranked DRC 124th out of
180 countries assessed, in terms of media freedom.

15. Between July 2022 and February 2023, about 11 radio and television stations
were suspended either by the provincial authorities or the M23 forces.17 In

11 UNJHRO press release on key trends in human rights violations from January to June 2023, https://reliefweb.int/report/democratic-
republic-congo/communique-de-presse-du-bcnudh-sur-les-principales-tendances-des-violations-des-droits-de-lhomme-en-juin-2023
12 Freedom House, Freedom in the World 2023 Ranking. Accessed March 28, 2024 https://freedomhouse.org/country/democratic-
republic-congo/freedom-world/2023
13 Amnesty International, DRC. The authorities must lift the "state of siege" without further delay,
https://www.amnesty.org/fr/latest/news/2023/05/drc-authorities-must-lift-state-of-siege-now/
14 https://www.cfr.org/global-conflict-tracker/conflict/violence-democratic-republic-congo
15https://www.reuters.com/world/africa/why-fighting-is-flaring-eastern-congo-threatening-regional-stability-2024-02-19/
16 https://rsf.org/en/country/democratic-republic-congo
17 https://ipi.media/drc-11-radio-and-television-stations-closed-over-the-last-six-months/

https://reliefweb.int/report/democratic-republic-congo/communique-de-presse-du-bcnudh-sur-les-principales-tendances-des-violations-des-droits-de-lhomme-en-juin-2023
https://reliefweb.int/report/democratic-republic-congo/communique-de-presse-du-bcnudh-sur-les-principales-tendances-des-violations-des-droits-de-lhomme-en-juin-2023
https://freedomhouse.org/country/democratic-republic-congo/freedom-world/2023
https://freedomhouse.org/country/democratic-republic-congo/freedom-world/2023
https://www.amnesty.org/fr/latest/news/2023/05/drc-authorities-must-lift-state-of-siege-now/
https://www.cfr.org/global-conflict-tracker/conflict/violence-democratic-republic-congo
https://www.reuters.com/world/africa/why-fighting-is-flaring-eastern-congo-threatening-regional-stability-2024-02-19/
https://ipi.media/drc-11-radio-and-television-stations-closed-over-the-last-six-months/
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other instances, for example, on February 4, 2023, the M23 forces raided the
community radio station Radio Communautaire pour la Paix de Bashali (RCPB)
in Kitshanga. They destroyed the premises and also took away some
broadcasting equipment. Out of fear for their lives, the radio station staff went
into hiding.18

III. UPDATES FROM THE PREVIOUS REVIEW.

16. During the third cycle of the UPR, states included, for the first time, digital-
related topics in their recommendations to the DRC.19

17. Rudi International and partner organizations advocated for states to include
recommendations on guaranteeing freedoms of expression and assembly both
online and offline and to cease internet disruptions. Additionally, they urged
for the adoption of the 'Law on Telecommunications and ICT', which was under
legislative review at the time. Strengthening citizens' rights to privacy through
the establishment of a clear, comprehensive, and up-to-date law on privacy
and data protection was also emphasized in the recommendations.
Furthermore, recommendations called for investments in ICT infrastructure
development and skills education.20

18. In line with these recommendations, Belgium called the Congolese
government to ''Withdraw all media closure measures and no longer resort to
the practice of limiting or cutting off communications systems (such as the
internet and SMS), including during moments of tension or popular
mobilization.'' (Recommendation 119.112, page 15).21

19. Austria reiterated the need for the Congolese government to ''Ensure that
perpetrators of violations of international humanitarian law and human rights
violations, including against journalists, online media professionals, bloggers and
human rights defenders, are brought to justice.'' (Recommendation 119.138,
page 17).

20. Overall, the Congolese government noted 28 and accepted 239 out of 267
recommendations received. The recommendations from Belgium and Austria
were among those that were accepted.22

21. The Congolese government, over the past five years, has taken steps to update
its ICT-related legal framework. Laws were passed in parliament such as the

18https://jed-afrique.org/2023/02/08/masisi-kitshanga-une-radio-communautaire-vandalisee-par-des-rebelles-du-m23/
19 Medium.com, Hitting 'Refresh' on Digital Rights in the DRC — Livestreaming the UPR from Goma, available on
https://medium.com/uproar/streaming-the-upr-from-goma-ff58d752cade
20 Id.
21 Report of the Working Group on the DRC (UPR 42

nd
session): https://www.upr-

info.org/sites/default/files/documents/2019-09/a_hrc_42_5_drc_en.pdf
22 Responses to DRC’s received recommendations: https://www.upr-info.org/sites/default/files/documents/2019-12/2rps_drc.pdf

https://jed-afrique.org/2023/02/08/masisi-kitshanga-une-radio-communautaire-vandalisee-par-des-rebelles-du-m23/
https://medium.com/uproar/streaming-the-upr-from-goma-ff58d752cade
https://www.upr-info.org/sites/default/files/documents/2019-09/a_hrc_42_5_drc_en.pdf
https://www.upr-info.org/sites/default/files/documents/2019-09/a_hrc_42_5_drc_en.pdf
https://www.upr-info.org/sites/default/files/documents/2019-12/2rps_drc.pdf
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Law on the Digital Code and the 2020 Law on Telecommunications and ICTs. 23

Entities have been created including the Agency for Digital Development
responsible for promotinging and develop digital technology in the DRC,
fighting against the digital divide in all its forms and encouraging
development among other functions.24 ​​ Strategic documents, including the
National Digital Plan, were adopted and developed for the advancement of the
technology sector and the promotion of digital rights. It is worth noting that
some of these new elements and actions are the result of the
recommendations made during the UPR’s 3rd cycle on the DRC.

22. There have been no shutdowns or restrictions on internet access in DR Congo
for the last five years, since the previous periodic review of DRC in 2019. This
includes during the recently held general elections, in December 2023, wherein
the internet and communication services remained operational across the DRC
following a commitment by the Ministry of Interior Affairs.25

23. Nevertheless, the Law No. 20/017 of November 2020 on Telecommunications
and ICTs (Article 125)26 stipulates that the State may, during the time it
determines, either for reasons of internal and/or external security, national
defense or public order, or in the interest of the telecommunications service,
or for any other reason deemed necessary, suspend, restrict, filter, prohibit or
close certain services and applications. This provision does not adhere to and
violates international human rights standards that measures to intentionally
prevent or disrupt access to or dissemination of information online.27

24. Despite some positive efforts in line with the UPR previous cycle
recommendations and the Law No 23/027 of June 15, 2023, on the protection
and responsibility of human rights defenders in the Democratic Republic of the
Congo,28 the expected level of protection for defenders and journalists remains
unrealized. Instead, as documented by various human rights actors, there is an
increasing trend of repression of the civic space in the DRC in which human
rights defenders and journalists are being targeted and subjected to arrest,
intimidation, physical violence, and murder.29

23 ibid.
24 ADN: https://adn.cd/fr/
25 Politico.cd, RDC: Peter Kazadi denies rumor about internet connection cut off on election day, available at
https://www.politico.cd/encontinu/2023/12/19/rdc-peter-kazadi-dement-la-rumeur-sur-la-coupure-de-la-connexion-internet-le-jour-de-
vote.html/151567/
26 Article 125.1. Without prejudice to the fundamental individual or collective rights and freedoms guaranteed by the Constitution and the
procedures attached thereto, the State may, for the period it determines, either for reasons of internal and/or external security, national
defence or public order, or in the interest of the public telecommunications service, or for any other reason deemed necessary, suspend,
restrict, filter, prohibit or shut down certain services and applications, in whole or in part, including the use of the facilities.
27 2016 UN Human Rights Council resolution on human rights on the Internet, operational paragraph 10. (A/HRC/RES/32/13)
28 Article 3.1. of the Law on the Protection of Human Rights Defenders: The Human Rights Defender shall freely carry out his activities
throughout the national territory in compliance with the Laws and Regulations of the Republic. As such, he has the right to form and join
organizations or associations with other persons.
29 https://freedomhouse.org/country/democratic-republic-congo/freedom-world/2023

https://adn.cd/fr/
https://www.politico.cd/encontinu/2023/12/19/rdc-peter-kazadi-dement-la-rumeur-sur-la-coupure-de-la-connexion-internet-le-jour-de-vote.html/151567/
https://www.politico.cd/encontinu/2023/12/19/rdc-peter-kazadi-dement-la-rumeur-sur-la-coupure-de-la-connexion-internet-le-jour-de-vote.html/151567/
https://undocs.org/A/HRC/RES/32/13
https://freedomhouse.org/country/democratic-republic-congo/freedom-world/2023
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25. Two ordinance-laws revising and supplementing the Penal Code as well as the
Code of Criminal Procedure, in particular ordinance-laws No. 23/023 and No.
23/024 of September 11, 2023, are important tools in the protection of
women's digital rights in the DRC.

26. These two pieces of legislation punish, with prison sentences and fines, the
perpetrators of crimes committed online, including those based on the gender
of the victims. Such offenses include threats to publish or publishing
information on social networks or on the internet with the aim of harming a
person, harassment, blackmail, etc. However, these laws are also used to
unnecessarily undermine expression online. In particular, section 124 of the
2023 Digital Code provides that the Penal Code will be used to punish anyone
who commits a press offense against “magistrates, civil servants and agents
vested with public authority”.

27. The Digital Code was adopted by Ordinance-Law No. 23/010 of 13 March 2023
on the Digital Code, with some elaborate provisions on privacy and data
protection, in line with the recommendation made by Rudi International and
partners during the third UPR cycle. The provisions of Articles 183 to 270 of
the Digital Code deal with personal data, including its definition, processing
and control mechanism, transfer, and protection. Article 262 of the same Code
provides for the establishment of a state agency responsible for ensuring the
protection of personal data. This is the Data Protection Authority, APD in
acronym. This positive development can inform the enactment of a specific
legislation on personal data protection and a digital code in line with regional
and international instruments.

28. However, the Digital Code also negatively impacts privacy rights, media
freedom, and freedom of expression,30 in so far as it provides for prosecutions
for using “personal data to harm people or their reputation” under section 192,
punishable by the Code of Criminal Procedure as provided under section 325.

29. Additionally, the Code undermines press freedom by providing for conviction
and sentencing of journalists to six months in jail or fines of up to one million
francs (Appx. USD 430) for relaying false information online. Similarly, section
358 punishes journalists for electronic communications that “coerce,
intimidate, harass or provoke emotional distress in a person” to encourage
“behavior hateful, tribal and hostile to good morals and patriotic values.
Harassment “gravely affecting the “tranquility of the targeted person under
section 359 attracts a two-year prison sentence or a fine of 10 million francs

30 https://www.rfi.fr/fr/afrique/20230414-rdc-les-autorit%C3%A9s-pr%C3%A9sentent-un-code-du-num%C3%A9rique-s-appliquant-aux-
acteurs-du-secteur

https://www.rfi.fr/fr/afrique/20230414-rdc-les-autorit%C3%A9s-pr%C3%A9sentent-un-code-du-num%C3%A9rique-s-appliquant-aux-acteurs-du-secteur
https://www.rfi.fr/fr/afrique/20230414-rdc-les-autorit%C3%A9s-pr%C3%A9sentent-un-code-du-num%C3%A9rique-s-appliquant-aux-acteurs-du-secteur
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(US$4,330), similar to section 358.31

30. The Universal Development Fund for ICTs, FDSU in acronym, was created by
Decree n° 22/51 of 30 December 2022, following the 2020 Law on
Telecommunications and ICTs. It is a public body in charge of managing the
universal service funds that will guarantee access to the internet to
populations living in remote areas with little economic interest to telecom
operators as well as the financing of projects in favor of the development of
the ICT sector in the country. To operationalize this law, a ministerial order32

came in to appoint a mission manager and their deputy. Their mission is to
prepare the implementation of the FDSU (Art. 2). This mission lasts until the
appointment of the official managers by a presidential decree, which hasn’t
happened yet.

31. According to the law, the FDSU's financial resources are constituted, among
other sources, by a 3% levy on the annual turnover of telecoms and ICT
operators. The current battle and challenge for this team is to ensure that this
fund is properly nourished, as this money is collected but has already been
used to increase the national budget for the last 10 years. This is a difficult
exercise, as the portion that goes into the national budget finances other
aspects of the country’s expenses and has to be now released so that it can be
used to finance the Fund.

IV. THE SITUATION OF DIGITAL RIGHTS IN THE DEMOCRATIC REPUBLIC OF
CONGO

Freedoms: freedom of expression, association, and peaceful assembly, violence,
intimidation, and arbitrary detention.

32. Article 23 of the DRC Constitution states: "Everyone has the right to freedom
of expression. This right implies the freedom to express one's opinions or
convictions, in particular by speech, writing and image, subject to respect for
the law, public order and morality." Although the Internet as a means of
disseminating or sharing one's opinions is not mentioned in the Constitution,
we argue that, by extension, all digital means of communication and platforms
of expression are implied, and that freedoms must be exercised within respect
for the law. This is also inline with DRC’s international and regional obligations
under Article 19 of the International Covenant on Civil and Political Rights, and
Article 9 of the African Charter.

33. Many challenges make the work of human rights defenders dangerous.
Killings, extrajudicial executions, enforced disappearances, torture, cruel,

31 See;Committee to Protect journalists, DRC enacts press law and digital code that criminalize journalism, May 23, 2023
https://cpj.org/2023/05/drc-enacts-press-law-and-digital-code-that-criminalize-journalism/

32 Ministerial order No CAB/MIN/PTNTIC/AKIM/KL/Kbs/009/2023 of May 24, 2023 appointing a mission manager and a deputy mission
manager for the FDSU in the DRC: https://drive.google.com/file/d/1xxugFqVv8JFKua0KLCLc0UXQ04ErdIHF/view?usp=sharing

https://cpj.org/2023/05/drc-enacts-press-law-and-digital-code-that-criminalize-journalism/
https://drive.google.com/file/d/1xxugFqVv8JFKua0KLCLc0UXQ04ErdIHF/view?usp=sharing
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inhuman, or degrading treatment, arbitrary detention, physical and digital
threats, harassment, stigmatization, restrictions on appearing before
international bodies and administrative restrictions on the holding of
demonstrations are among the most widespread violations against human
rights defenders.33

34. Law No 23/027 of June 15, 2023 on the protection and responsibility of human
rights defenders in the Democratic Republic of the Congo34 requires
individuals not affiliated with a legally constituted organization to register with
the National Human Rights Commission (Article 7) and to submit an annual
report on their activities to the Commission, with a copy to the Minister of
Justice and the Minister responsible for human rights, while emphasizing, on
Article 1135, that these obligations do not place the human rights defender
under the supervision of the Commission. However, many human rights
activists are reluctant to register with the Commission to receive the
identification number or provide the mandatory submission of the annual
report for fear that they will be monitored. It is also a restriction on freedom of
expression and association, including online, as it implicitly sidelines human
rights defenders working individually with those legally registered.

35. The new ordinance-law enacted in April 2023, governing the exercise of
freedom of the press maintained provisions that criminalize journalistic work
both online and offline. These include acts punishable by imprisonment, such
as defamation or insult and publishing ‘false news’. 36

36. Section 123 criminalizes the “publication, dissemination or reproduction” of
“false news” and it is punishable under the penal code, or the code of military
justice if that publication is made in “bad faith” and has “shaken discipline or
the morale of the armies or has hindered the war effort of the nation.”

37. Journalists continue to be arrested in DRC in the course of their work, despite
improvements in the legal framework. Several cases were documented in 2023,
which coincided with the holding of presidential, legislative, and local
elections, which were decried by opponents and some journalists. For example,
DRC has been featured as one of the top three countries with the most press
freedom threats and violations in several Africa Press Freedom Monitoring

33 Agir Ensemble pour les droits humains, Rights Defenders in the Dock. DR-Congo: State of play of criminalization of human rights
defenders in a country in crisis (2020-2022), p.11.
34 Law on Protection of Human Rights Defenders in the DRC:
https://drive.google.com/file/d/1NYPyzdF0Rn9GgWf1JtwZob03Qpykeo1y/view?usp=sharing
35 Article 11. The human rights defender {...} submits an annual report on his activities to the National Human Rights Commission, with a
copy for information to the Minister of Justice and the Minister responsible for Human Rights, as well as to the General Secretariat
attached to the latter. However, the sending of the report and the identification do not place the human rights defender under the
supervision of the National Human Rights Commission.
36 https://cpj.org/2023/05/drc-enacts-press-law-and-digital-code-that-criminalize-journalism/

https://drive.google.com/file/d/1NYPyzdF0Rn9GgWf1JtwZob03Qpykeo1y/view?usp=sharing
https://cpj.org/2023/05/drc-enacts-press-law-and-digital-code-that-criminalize-journalism/
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Reports by the International Press Institute including in January 202437,
December 2023,38 November 202339 and September 202340 to mention a few.

38. One of the emblematic cases at the end of the year was the arrest of journalist
Stanis Bujakera on September 8, 202341, detained until March 2024, against the
backdrop of a digital article published by Jeune Afrique on the death of
national member of parliament and opposition leader, Cherubin Okende,
incriminating the intelligence services and authorities. Despite his release, his
arrest, detention and conviction was considered arbitrary by several human
rights organizations including that it would set a dangerous precedent for
media freedom and investigative journalism in DRC.42.

39. Several cases of journalist killings have also been noted in the period under
review. In July 2022, media worker, Michel Hani, a radio technician working
with the community radio Le Soleil Levant, on July 17, 2022, in Nyiragongo, in
the region of North Kivu was murdered while returning from work.43 In 2021,
three journalists were also killed in separate incidents, by unknown assailants
and these were Joel Musavuli,44 Heritier Magayane45 and Barthelemy
Kubanabandu Changamuka.46 This highlights the targeted violence toward the
media especially in the North Kivu region. To date, no one has been held
accountable for these killings hence impunity continues.

40. The criminalization of human rights defenders is a means of repression and
deterrence used by the Congolese government to discourage human rights
activists. According to several reports by non-governmental organizations, the
Government uses arbitrary arrests and detentions to muzzle dissenting voices.
Cases of arrest, pre-trial detention and release of human rights activists are
prevalent in the DRC. The use of detention, often accompanied by torture and
other cruel, inhuman or degrading treatment or punishment, or threats,
prevent victims from resuming their activities with the same intensity.

41. In the DRC, human rights defenders can face up to two years in prison if
information they publish is deemed defamatory, insulting or slanderous under

37 https://ipi.media/africa-media-monitoring-january-2024-threats-to-press-freedom-in-guinea-drc-somaliland/
38 https://ipi.media/africa-media-monitoring-december-2023-threats-to-press-freedom-in-mozambique-drc-and-sierra-leone/
39 https://ipi.media/africa-media-monitoring-november-2023-threats-to-press-freedom-in-guinea-mali-and-drc/
40https://ipi.media/africa-media-monitoring-september-2023-nigeria-drc-and-ethiopia-see-highest-number-of-threats-to-journalists/
41 https://ipi.media/drc-ipi-reiterates-its-call-on-the-authorities-to-release-journalist-stanis-bujakera/
42 https://ipi.media/drc-ipi-welcomes-release-of-journalist-stanis-bujakera-but-condemns-false-news-conviction/
43 https://ipi.media/drc-killing-of-radio-worker-underscores-risks-facing-media/
44https://acpcongo.com/index.php/2021/08/15/consternation-de-lunpc-ituri-suite-au-meurtre-du-journaliste-joel-musavuli-du-territoire-
de-mambasa/
45 https://www.radiookapi.net/2021/08/09/actualite/societe/nord-kivu-le-journaliste-heritier-magayane-tue-rutshuru
46 https://actualite.cd/2021/05/11/assassinat-du-journaliste-barthelemy-kubanabandu-des-mesures-doivent-etre-prises-pour

https://ipi.media/africa-media-monitoring-january-2024-threats-to-press-freedom-in-guinea-drc-somaliland/
https://ipi.media/africa-media-monitoring-december-2023-threats-to-press-freedom-in-mozambique-drc-and-sierra-leone/
https://ipi.media/africa-media-monitoring-november-2023-threats-to-press-freedom-in-guinea-mali-and-drc/
https://ipi.media/africa-media-monitoring-september-2023-nigeria-drc-and-ethiopia-see-highest-number-of-threats-to-journalists/
https://ipi.media/drc-ipi-reiterates-its-call-on-the-authorities-to-release-journalist-stanis-bujakera/
https://ipi.media/drc-ipi-welcomes-release-of-journalist-stanis-bujakera-but-condemns-false-news-conviction/
https://ipi.media/drc-killing-of-radio-worker-underscores-risks-facing-media/
https://acpcongo.com/index.php/2021/08/15/consternation-de-lunpc-ituri-suite-au-meurtre-du-journaliste-joel-musavuli-du-territoire-de-mambasa/
https://acpcongo.com/index.php/2021/08/15/consternation-de-lunpc-ituri-suite-au-meurtre-du-journaliste-joel-musavuli-du-territoire-de-mambasa/
https://www.radiookapi.net/2021/08/09/actualite/societe/nord-kivu-le-journaliste-heritier-magayane-tue-rutshuru
https://actualite.cd/2021/05/11/assassinat-du-journaliste-barthelemy-kubanabandu-des-mesures-doivent-etre-prises-pour
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Article 2847 of the Law on the Protection and Accountability of Human Rights
Defenders in the DRC. There are also several testimonies that human rights
defenders are threatened by perpetrators of human rights violations. Some of
them are in positions of power and can exploit justice.

42. For Rudi International, the Congolese government must increase efforts to
reform the justice sector beyond updating the legal framework, which
continues to implement press offenses and restrict press freedom through the
arrests of journalists, and use of vague and ambiguous provisions in the laws
and regulations in place. This allows the security and judicial organs to
interpret certain articles of law in their favor or to detain journalists without
having solid evidence of their guilt. We remain mobilized alongside other civil
society actors to campaign for reform and clarifications of these laws in line
with the DRC’s international obligations, especially on freedom of expression,
access to information and media.

Censorship Online

43. The governance of online platforms in DRC is an issue that needs to be
addressed. To our knowledge, there is not enough regulation on the
responsibilities of community managers on issues of harassment, content
moderation or sexist attacks against women human rights defenders.

44. The publication director must have control over the content published on their
digital platforms and is required to implement appropriate content
moderation systems on these platforms. They must allow readers and Internet
users the opportunity to report indecent or inappropriate content and to act.
This is an obligation made under Article 90 of the Ordinance-Law on the
Exercise of Freedom of the Press48. It is no longer enough to limit oneself to
publishing or sharing content, but also to manage the ensuing debates and
exchanges in order to anticipate and sanction all comments that may harm
Internet users and violate the law.

45. Indecent content, although it is not expressly stated, include sexist attacks,
misogynistic remarks, harassment, misinformation, etc. This is the spirit of
Article 90 of Ordinance-Law No. 23/009 of March 13, 2023, on the exercise of
freedom of the press. However, there is a fine line in terms of the
understanding or meaning given to the term "indecent content". Its
understanding may differ from platform managers, human rights activists, and

47 Article 28 of the Law on the Protection and Accountability of Human Rights Defenders in the DRC. Without prejudice to the provisions of
the Congolese Penal Code, a human rights defender who discloses defamatory, insulting or slanderous information shall be punished by
penal servitude from six months to two years or a fine of 500,000 to 2,000,000 Congolese francs, or by one of these penalties only.
48 Article 90 of the Ordinance-Law on the Exercise of Freedom of the Press. The Director of Publication has editorial control over the
content published on their websites and digital platforms. On Internet users' personal contribution areas, the publication director
implements the appropriate moderation measures. These devices must also allow any person to report the presence of indecent or
inappropriate content to the publisher and administrator. The latter must make access impossible or promptly remove such content.
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law enforcement bodies. It is also designed to regulate the professional
practice of the press and not only the use of social media, websites, or digital
platforms by non-media professionals.

46. In addition to the Constitution, Ordinance Law No. 23/009 of 13 March 2023
setting out the terms and conditions for exercising freedom of the press,
reviews the means of communication and the media used. This text covers
freedom of information and broadcasting by radio and television, the written
press and any other means of communication and provides a framework for
the exercise of the profession of a journalist or any other person who makes
information available to the public online.

47. "The content published by the publisher must not be likely to shock the
Internet user by a representation of the human person that undermines his or
her dignity and decency or glorifies violence," as provided under article 87.4 of
the ordinance-law in question. This provision condemns any dissemination or
sharing of content that is related to the glorification of violence, among other
things. It is difficult for a person in charge of a publication to know if it will
shock the Internet user in certain circumstances. However, this is a provision
that may limit the exercise of freedom of expression by journalists in the
exercise of their profession.

48. Article 211 of the Congolese Penal Code of 30 January 1940 provides for a
penalty of two months to three years of penal servitude and a fine of one
thousand to ten thousand Zaïre [Currency used in the DRC in the past], or by
one of these penalties: "Any person who, with a view to disturbing the public
peace, knowingly contributes to the publication, dissemination or reproduction
by any means of false news or documents fabricated, falsified or falsely
attributed to third parties" or "Any person who has displayed or caused to be
displayed, in public places or open to the public, drawings, posters,
engravings, paintings, photographs, any object or image likely to disturb the
public peace."49

49. The Code does not specify how to determine what is considered
disinformation, "false rumor," "fake news" or what is the threshold at which it
can be decided that a piece of information is likely to alarm, concern or incite
the public against "the established powers''. Articles 199bis, 199ter and 211
therefore do not provide clear guidance to individuals and confer too much
discretion on those responsible for the enforcement of this law.50

49 Journal Officiel n° Spécial 30 novembre 2004, Code pénal congolais du 30 janvier 1940 available at
http://www.leganet.cd/Legislation/JO/2004/JO.30.11.2004.pdf
50 LEXOTA, Democratic Republic of Congo, available at
https://lj2026.n3cdn1.secureserver.net/wp-content/uploads/2023/04/ANALYSE-DU-PAYS_-Republique-Democratique-du-Congo_Jul22.pdf

http://www.leganet.cd/Legislation/JO/2004/JO.30.11.2004.pdf
https://lj2026.n3cdn1.secureserver.net/wp-content/uploads/2023/04/ANALYSE-DU-PAYS_-Republique-Democratique-du-Congo_Jul22.pdf
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50. The UN Special Rapporteur stated, following the Human Rights Council,
"responses to the spread of disinformation and misinformation must be
grounded in international human rights law, including the principles of
lawfulness, legitimacy, necessity and proportionality."51 This is intended to
discourage the misuse of vague and ambiguous national laws to restrict
freedom of expression and control the dissemination of information.

51. Article 358 of the Digital Code52, which came into force in March 2023,
criminalizes the propagation of digital communications to incite a behavior
that is hateful, tribal, contrary to good moral standards and patriotic values.
The elements in this article do not correspond to a standard definition of hate
speech, but it is important to mention this provision that is close to hate
speech because it can also lead to hateful behavior.

52. In April 2023, the Committee to Protect Journalists (CPJ) condemned the arrest
and intimidation of journalists, some of whom were accused of spreading
rumors, in this case about Mr. Bakuka. An ANR (the National Intelligence
Service) representative said to a local journalist that Bakuka was accused of
“spreading false rumors” in an article he wrote and shared in a WhatsApp
group discussing security issues in Kindu. Reached by phone, an ANR
representative in Maniema province declined to provide their name or
comment on Bakuka’s arrest.53 The public authority, in this case, abused their
authority to declare the information was false, and to imprison the journalist.

Cybersecurity, Cybercrime and Data Protection

53. To date in the DRC, there is no specific law that deals with cybersecurity and
cybercrime issues. These areas are addressed currently by frameworks such as
the 2020 Telecommunications and ICT framework54 and the Digital Code of
2023.

54. The Digital Code establishes the creation of the National Cybersecurity Agency
(Article 275), a public body under the authority of the Presidency of the
Republic that takes care of all matters related to cybersecurity and the security
of information systems in the country. The Code grants prerogatives to this

51 United Nations, Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression,
Irene Khan, (A/HRC/47/25) p.6., available at
https://documents.un.org/doc/undoc/gen/g21/085/64/pdf/g2108564.pdf?token=juO1JqK2RQtPBnddtK&fe=true
52 Article 358 of the Digital Code: Anyone who initiates an electronic communication that coerces, intimidates, harasses or causes
emotional distress to a person, using a computer system with the aim of encouraging hateful, tribal behavior and behavior hostile to good
morals and patriotic values shall be punished by penal servitude of one to two years and a fine of five hundred thousand to ten million
Congolese francs.
53 Committee to Protect Journalists, DRC authorities detain 2 journalists, threaten another with arrest, available at
https://cpj.org/2023/04/drc-authorities-detain-2-journalists-threaten-another-with-arrest/
54 The 2020 Telecoms and ICT Law: https://www.primature.cd/public/wp-content/uploads/2022/04/Loi-N%C2%B020-017-du-25-
novembre-relative-aux-Te%CC%81le%CC%81com_08-12-020.pdf

https://documents.un.org/doc/undoc/gen/g21/085/64/pdf/g2108564.pdf?token=juO1JqK2RQtPBnddtK&fe=true
https://cpj.org/2023/04/drc-authorities-detain-2-journalists-threaten-another-with-arrest/
https://www.primature.cd/public/wp-content/uploads/2022/04/Loi-N%C2%B020-017-du-25-novembre-relative-aux-Te%CC%81le%CC%81com_08-12-020.pdf
https://www.primature.cd/public/wp-content/uploads/2022/04/Loi-N%C2%B020-017-du-25-novembre-relative-aux-Te%CC%81le%CC%81com_08-12-020.pdf
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agency that include, the authorization of intercepting and withholding
personal data as well as the intercepting of communication sent by electronic
means for several reasons, including maintaining national sovereignty,
territorial integrity, and national defense, as well as the breach of public order
(Articles 32355 and 32456).

55. This agency, like the bodies connected with intelligence services, are under the
direct authority of the Presidency of the Republic, and can become a tool of
repression that can be used by the public authorities. For instance, this agency
is not required to obtain judicial authorization before intercepting or collecting
data or communications.

56. This contradicts international law principles of proportionality, necessity, and
legality. For example, following the Necessary and Proportionate Principles,57

national laws should only permit communication surveillance by specified
State authorities for legitimate aims that correspond to a predominantly
important legal interest necessary in a democratic society. In addition,
communication surveillance can only be authorized by a competent impartial,
and independent judicial authority.58

V. CONCLUSION AND SPECIFIC RECOMMENDATIONS TO THE CONGOLESE
GOVERNMENT.

CONCLUSION

57. Over the past 5 years, the Congolese Government has made significant
progress in its legislation on the issues of ICTs. Never has the country
experienced such a five-year term with 4 pieces of legislation adopted in the
digital sector. Unfortunately, this has not been enough to reduce the extent of
violations of the rights of human rights defenders in the country. More efforts
need to be made through a holistic approach to ensure special protection for
human rights defenders.

55 Article 323 of the Digital Code: The National Cybersecurity Agency authorizes: 1. the interception of correspondence sent by means of
electronic communications, in accordance with the provisions of this Ordinance-Law; 2. the preservation and protection of the integrity
and collection, including in real time in accordance with the procedures provided for in Articles 25 et seq. of the Code of Criminal
Procedure, of data and information on personal data and in Article 273 of this Ordinance-Law. The detailed rules for implementing the
provisions of this Article shall be specified by regulation.
56 Article 324 of the Digital Code: The interception operations referred to in this Ordinance-Law are authorized by the National
Cybersecurity Agency when they are necessary: 1. the maintenance of national sovereignty, territorial integrity or national defense; 2. the
preservation of the major foreign policy interests of the Democratic Republic of Congo; 3. the safeguarding of the major economic,
industrial and scientific interests of the Democratic Republic of Congo; 4. the prevention of terrorism, collective violence likely to seriously
undermine public order or organized crime and delinquency.
57 The International Principles on the Application of Human Rights to Communication Surveillance (or the 13 Necessary and Proportionate
Principles) explain how international human rights law applies in the context of communication surveillance. The principles are firmly
rooted in established international human rights law and jurisprudence. See more: https://necessaryandproportionate.org/principles/
58 Necessary & Proportionate International Principles On The Application Of Human Rights To Communications Surveillance.
https://necessaryandproportionate.org/principles/

https://necessaryandproportionate.org/principles/
https://necessaryandproportionate.org/principles/
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58. The legislation on the protection of women human rights defenders in the
DRC is poor and less disseminated. Nevertheless, there are some provisions
that women human rights defenders in the DRC can use to secure their work
online and offline. Certain provisions apply to the special category of women
human rights defenders by extension in the absence of the limits set by the
laws in force.

VI. RECOMMENDATIONS TO THE CONGOLESE GOVERNMENT

59. Reform and repeal provisions under the Digital Code which negatively impact
on privacy rights, media freedom and freedom of expression, specifically,
section 192 on privacy and sections 358 and 359 which unnecessarily restricts
online expression by providing harsh penalties for relaying false information
online.

60. Adopt a clear and public stance condemning the regressive nature of the use
of internet restrictions and other forms of censorship and surveillance that
bypass the issuance of a Court order by the judiciary, as stipulated in the 2020
Law on Telecommunications and ICT. A chance should also be given to those
affected by the decision to challenge the measure in courts and tribunals.
Exceptions contained in laws and other government measures should be clear
and unambiguous beyond being in line with international human rights
standards.

61. Reform Law No 23/027 of June 15, 2023 on the protection and responsibility
of individual human rights defenders in the DRC in accordance with
international standards, and ensure that registration with the National Human
Rights Commission does not infringe on fundamental rights and freedoms or
create undue surveillance. The current legislation should further ensure the
protection of all human rights defenders online and offline, and in addition to
granting special protection to women human rights defenders.

62. Accelerate the effective operationalisation of the organization set to manage
the Universal Service Fund to ensure access to the internet to remote regions
and reduce the related gap between cities, villages, and peri-urban centers and
gender-related minorities. This fund is expected to include ICT education
initiatives for marginalized groups. The managers of this entity must be
appointed and provided with the means of their policy to complete the
implementation of this recommendation.

63. Integrate digital aspects into the law on sexual and gender-based violence in
force in the DRC to strengthen the protection of the rights of women human
rights defenders and women in general in their online activities. This can be
achieved through a revision of Laws No. 06/018 of 20 July 2006 amending and
supplementing the Decree of 30 January 1940 on the Congolese Penal Code,
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and No. 06/019 of 20 July 2006 amending and supplementing the Decree of 6
August 1959 on the Congolese Code of Criminal Procedure. These measures
should be in line with internationally recognized standards and adapted to the
working environment in which women human rights defenders work,
especially those in war zones.

64. Criminalize in a clear, explicit, and proportional manner online sexist,
harassment, rape, and other technology-facilitated gender-based attacks
against women human rights defenders, journalists, and other at-risk
minorities by taking appropriate measures and legislation that protect women
exercising as human right defenders. These measures and legislation shall
provide for exemplary sanctions against perpetrators and platform managers
who facilitate the commission of such acts. Moreover, such measures should
create safe online spaces while maintaining an open environment for
interactive dialogue and free expression.

65. Stop the intimidation, harassment, arbitrary arrests, and prosecution of
journalists, critics, and activists exercising their right to free expression on and
offline and hold to account those that violate journalists’ rights. In this regard,
conduct investigations into all cases of press freedom threats and violations so
as to end impunity for crimes against journalists in DRC.
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